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INFORMATION TECHNOLOGY (IT) POLICY
Vision \ L

To be an IT enabled institution, embracing state-of-the-art technology in everyl‘ghing'(that we do.

Preamble

. The Information Technology (IT) Policy at Chandigarh College offPhar\rﬁélé';, Landran,\Moﬁfali

Punjab, sets forth the central approach that governs the responsible- usage of all users.of the /"

- Institute's information technology resources. This comprises the IT facﬂltles allogatecl\ cent\a].l

. “ or by individual departments. Every member of the Institute is expected to’ be familiar with and

adhere to this policy. The users of the campus network and computer fasources ("users )\are
responsible to properly use and protect information resources and to respect the rights of other/s

Scope g - - f

The IT Policy applies to all Institute faculty, staff and students and all others usir\{g‘thé/ IT =Y

resources, whether personally, of Institute owned, which access, transmit, or store various types
of related information.

~ .

1. Objectives

Each user of the Institute Information Resources must ensure that it is used for promoting the

mission of the Institute towards teaching, learning, research, and administration. In particular, the
major objectives of this document are:

» To ensure the integrity, reliability, availability, and superior performance of the Institute IT

‘ Systems.

» To ensure that the availability and implementation of the IT Policy is in line with the vision of
the Institute.

» IT system protects the official e-identity (allocated by the Institute) of an individual.

» To ensure that all the users of the Institute are responsible for adhering to the procedures

governing the implementation of this Policy document and any other matter incidental to those
rules.

2. Model of IT Infrastructure

2.1 Major Components: The IT components of the Institute can be majorly sectioned into three domains
based on pre- engagement, during-engagement (present) and post-engagement of the major stakeholdersof
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the Institute. The IT strategy document aims to formulate the policies, implementation
procedures, and execution mechanisms to enhance the dynamic IT infrastructure, as per the

contemporary needs. It also devises mechanisms to adhere to basic ethical values like Trust,
Confidence and Integrity.

2.2 Salient Features:

» The digital information shall map to the CIA (Confidentiality, Integrity and
Availability) standards for all engagement strategies.

» The bottom-up approach used for IT development shall enable the need analysis based _
on the state-of-the-art tools and technologies that drive the current software/hardware
industry.

» The need to enhance/update the IT infrastructure shall be based on the growing number
. of users, introduction to new courses and programmes, market trends and industry
expectations, feedback from stakeholders, funded research and consultancy projects.

» The official websites, campus collaborations systems, email facility and other social
media platforms of the Institutes and Departments shall be used to disseminate relevant
information related to pre, present and post engagements of the stakeholders.

» Procedure for timely publication of the information shall be followed through the
Standard Operating Procedure (SOP) for content management.

3. Users and Organizational Hierarchy

The Institute shall endeavour to ensure fair implementation of this policy so as to meet with
the objectives of its formation. The responsibility of the management of the operational aspects
of IT resources is presented. The hierarchical flow of the Institute governance structure can be
categorically defined as:

3.1 The respective Heads of Departments shall be responsible for compliance with all Institute
policies relating to the use/ownership of information resources, keeping in mind the Vision and
Mission of the Institute.

3.2 Network Administrator working at Institute level shall coordinate various activities related
to the adherence of the IT Policy.

3.3 IT Service Team (ITS) comprises of Network Admin, Network Engineer, System
Engineer, IT Technicians for managing needs of various stakeholders, like student, faculty,
staff, alumni, placement cell, out-reach activities.
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